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Abstract—Binary diffing, which quantitatively measures the
difference between given binaries, has been broadly used in
critical security areas. Previous studies have been tackling the
challenge of default compiler optimization, as it can affect binary
representation but overlooked the exploration of non-default
optimization settings, which can also significantly affect the
accuracy of diffing. Recent research indicates a growing trend
of compiling applications with non-default optimization settings
to magnify binary code discrepancies, enabling them to evade
detection by binary diffing tools. This paper takes the first step
to systematically studying the resistance of compiler optimization
(including default and non-default optimization settings) on bi-
nary diffing tasks. To this end, we construct a diverse and unique
dataset, OPTBinary, with 3.6 million functions compiled from
514 optimization settings. Then, we propose OPTango, an in-
novative transformer-based multi-central representation learning
approach, exploring the solution to build a compiler optimization-
agnostic binary diffing tool. We conduct extensive experiments
and benchmark OPTango with state-of-the-art binary diffing
approaches. Evaluation results show that OPTango is more
robust and significantly outperforms existing methods against
both default and non-default compiler optimization.

Index Terms—Binary diffing, compiler optimization, represen-
tation learning

I. INTRODUCTION

Binary code pervades various domains, encompassing tra-
ditional PC software, emerging IoT device firmware, and
numerous malicious software. Researching software security
issues based solely on binary code presents a challenging yet
immensely valuable undertaking due to the absence of high-
level language information like data structures and types [1].
Binary diffing has attracted considerable attention in recent
years due to its broad applications and utility in diverse
domains, including vulnerability discovery, malware detection,
software plagiarism detection, patch analysis, and software
supply chain analysis [2–8]. As deep learning continues to ad-
vance, deep learning methods have been increasingly adopted
in mainstream binary diffing tasks, resulting in significant
enhancements in accuracy.

Compiler optimization can significantly alter the structure
of binary code, leading to notable distinctions. Figure 1

The work was supported by the Strategic Priority Research Program of the
Chinese Academy of Sciences, Grant No. XDA0320000 and XDA0320300.

(a) -O0 (b) -O3

Fig. 1. Different binary code compiled from the same source code of
help main in Openssl-1.1.1. (a). Compiled with GCC -O0 option (b). Com-
piled with GCC -O3 option.

illustrates the contrasting code layout between binary code
compiled from the same source code of the help_main()
function in OpenSSL-1.1.1 using GCC -O0 option and GCC
-O3 option. Consequently, previous studies have recognised
compiler optimisation as a crucial challenge in binary diffing.
For instance, Zeek [9] and jTrans [8] emphasize the need
to evaluate the resilience of their methods against various
compiler optimization levels (such as -O0, -O1, -O2, -O3, and
-Os) as a significant experimental setup.

However, previous studies only concentrate on default op-
timization levels, neglecting in-depth exploration of the more
intricate non-default optimization settings which are challeng-
ing to analyze comprehensively. For instance, GCC 11.2 offers
more than 200 compiler optimization flags [10], which could
be combined arbitrarily to compile the source code, making it
impractical to exhaustively enumerate binary variants.

The influence of non-default optimization options on binary
diffing tasks should not be ignored but rather treated with
utmost importance. As revealed by recent research, by fine-
tuning compiler options alone, the binary code differences can
be up to 90%. Moreover, an increasing number of applications
are compiled using non-default compiler options to amplify
binary code disparities, effectively evading binary detection
tools [11]. To gain a deeper understanding of the impact of
non-default options on binary diffing tasks, we examined their
resilience to both default and non-default compiler options
using five state-of-the-art binary diffing tools. As Figure 2
shows, while these binary diffing tools achieve acceptable
diffing accuracy on default options, there is a significant
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Fig. 2. Recall@1 scores of SOTA binary diffing tools on binaries compiled
from SPEC CPU2006/2017 benchmarks with default and non-default compiler
optimization settings. Each function in the index pool contains variants
compiled from -O0 and -O2 options. The query functions in the default
set are compiled from the -O0 and -O3 options, while the non-default set
encompasses over 500 different optimization settings.

decrease in diffing accuracy when encountering non-default
options. Consequently, addressing the effects of these non-
default options on binary diffing becomes increasingly crucial.

Binary diffing is typically modelled as a retrieval task,
aiming to search for a query binary function within an index
pool consisting of multiple binary functions [1]. Since the
binary representations of functions can be easily changed by
compiler optimization, simply comparing the binary represen-
tations can hardly yield satisfactory accuracy. Many binary
diffing works have been exploring the representations of func-
tions [3,6,7,12–15], including the instruction statistics [14],
encoded CFG [3,7], etc. Recently, there has been a grow-
ing trend in diffing research to leverage machine learning
techniques for representation learning, enabling the formation
of feature embedding for functions. Existing binary diffing
works [2,8,16,17] commonly focus on aligning the feature
embedding of several optimization variants towards a central
direction. The objective is to learn similar feature embedding
for different variants of a specific function. By bringing the
feature embedding of different function variants close to each
other, these methods attempt to adapt to changes in the binary
function representation.

However, the above experiment has proved that the one-
central diffing way is clearly insufficient when considering the
significant differences among various compiler optimization
variants. Even with default compiler optimization, the diffing
results are also limited. For example, the diffing accuracy is
less than 60% when comparing a query function compiled with
the -O3 option against an index function compiled with the -
O0 option for jTrans [8]. Once the non-default optimization
options, which have much larger combination space and more
significant differences, are taken into account, the diffing result
is far from satisfactory.

This paper systematically researches the interference of
compiler optimization (including both default and non-default
options) on binary diffing tasks for the first time. To address
the diversity of variants resulting from different compiler
optimization, our main idea is to enrich the index pool by
increasing multiple representative optimization variants for
each function (refer to multi-variant index diffing in the
subsequent text). Then, a multi-central representation learning
method is devised to release the potential of the multi-variant

index diffing policy. This approach helps alleviate the impact
of diverse optimization variants and enhances the accuracy of
the retrieval process.

We propose OPTango, an innovative transformer-based
multi-central representation learning approach, exploring the
solution to build a compiler optimization-agnostic binary diff-
ing tool. Considering there are multiple (T ) representative op-
timization (e.g., -O0 and -O2) variants for each target function
in the index pool, instead of blindly aligning the embedding
over all optimization variants, we align the embedding of each
variant of the target function to the most suitable representative
variant in the index pool. Specifically, all variants are automat-
ically divided into T groups based on their similarity to the T
variants in the index pool. Then, we align the embedding of
variants within each group. Compared to previous approaches
of treating all variants as a single group, our method considers
all variants as multiple automatically generated groups. This
reduces the variance within each group and is more conducive
to representation learning. As a result, we have achieved a
significant improvement in diffing accuracy.

Additionally, although multi-variant index diffing provides
better accuracy than single-variant index diffing, it also in-
creases query time proportional to the number of variants.
To address this issue, we introduce a lightweight module
named group predictor. For a given function, this module can
explicitly predict its closest optimization setting among the
settings used by the T variant groups before similarity diffing.
Only the functions from the predicted variant group in the
index pool are used for diffing, thereby reducing the time cost.
The time overhead of this module is negligible compared to
the entire representation extraction process, and its complexity
remains unaffected by the size of the index pool. Experimental
results (subsection V-D) demonstrate that using the group
predictor module, OPTango achieves comparable accuracy to
multi-variant index diffing while maintaining nearly the same
time overhead as single-variant index diffing.

In addition to our novel approach, we introduce a diverse
and unique dataset called OPTBinary. OPTBinary is com-
piled from SPEC CPU2006 and SPEC CPU 2017, which are
popular utilities in binary diffing evaluations [18–20] using
common default optimization levels (including -O0, -O1, -O2
and -O3), as well as rich non-default optimization settings
searched through BinTuner [11]. This compilation pipeline
produces binary files with a wide range of optimization
variants, resulting in a total of 3.6 million functions over 514
optimization settings. Our newly created dataset allows us to
fully explore the representation of the same functions under
different compiler optimization configurations. It also serves
as a foundation for systematically addressing the resistance of
compilation optimization on binary diffing tasks in the future.
To the best of our knowledge, this is the first dataset that
incorporates non-default optimization for binary diffing tasks.

In summary, we have made the following contributions:
• We firstly systematically study the resistance of compiler

optimization in binary diffing tasks by incorporating and
addressing both default and non-default optimization.
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Fig. 3. The overall workflow of OPTango consists of three components: 1) Preprocess input assembly files, additionally extracting data information. 2).
Function embedding with a multi-central representation learning method. 3). Similarity diffing to obtain the top-k candidate functions. Provide a group
predictor to maintain the benefits of multi-variant index diffing without incurring additional time overhead.

• We propose OPTango, an innovative transformer-based
multi-central representation learning approach, exploring
the solution to build a compiler optimization-agnostic
binary diffing tool. Additionally, we introduce a group
predictor to maintain the benefits of multi-variant index
diffing without incurring additional time overhead.

• We have implemented a prototype of OPTango and evalu-
ated it in four scenarios: diffing with default optimization,
diffing with non-default optimization, diffing with group
predictor and real-world CVE search tasks. The results
demonstrate that OPTango can significantly outperform
the state-of-the-art methods.

• We construct a newly-created dataset, OPTBinary, with
3.6 million functions over 514 optimization settings.

• The model and dataset are publicly available1.

II. PROBLEM DEFINITION
Binary diffing is a crucial task in identifying the similarity

of two or more code snippets (for example, an entire program,
function, basic block, or even instruction) when source code
is unavailable. In this paper, we follow the mainstream ap-
proach [1] and adopt a function-level diffing method. There
are generally three comparison scenarios [21] as follows: (1)
One-to-One (OO), which provides a similarity score between a
query function and a target function; (2) One-to-Many (OM),
which ranks a pool of target functions based on their similarity
scores with a query function; (3) Many-to-Many (MM), which
treats all input pieces as equal and compares them against
each other without distinguishing between query and target. As
discussed in previous work [8], by appropriately adjusting the
settings for the OM problem, it can be transformed into both
the OO problem and the MM problem. Therefore, this paper
primarily focuses on the OM problem. Given an assembly
function, our objective is to diff for functions with similar
semantics from a function index pool. We formally define the
task of binary diffing as follows: Given a query function f q
and an index pool F , the task is to retrieve the top k functions
in F with the highest similarity.

III. OVERALL WORKFLOW

Figure 3 depicts the overall workflow of OPTango, which
consists of three steps as follows:

1https://github.com/orangehn/OPTango.

Firstly, we preprocess the input assembly files by addition-
ally incorporating data information compared with the existing
approaches. The inclusion of data information enhances the
model’s ability to recover data flow and understand semantics.

Secondly, in the function representation learning phase,
we vectorize the normalized token sequence and the data
sequence. These vectorized tokens are then fed into a
transformer-based multi-central representation learning model
to generate the function embedding for similarity diffing.

Finally, we diff the embedding vector of query function f
against the other embedding vectors in the index pool and
retrieve the tok-k candidates as results. Before performing the
diffing process, we can utilize the group predictor to estimate
the closest optimization group for diffing, thereby reducing the
time required for multi-variant index diffing.

IV. METHOD

In this section, we begin by introducing the process of rep-
resenting an assembly function as a vector in subsection IV-A.
Then, we present the core method of function representation
learning, which is multi-central representation learning in
subsection IV-B. It involves two mutually iterative processes:
group assignment and group learning. Following that, we
discuss the group predictor module, which plays a crucial role
in reducing the time required for diffing in subsection IV-C.
Finally, we provide a concise overview of the construction
method employed for OPTBinary in subsection IV-D.

A. Function Embedding
BERT [22] is a pre-trained language model that uses

transformer architecture to understand and generate natural
language representations. OPTango follows a similar approach
to BERT for text modelling, creating token embeddings and
using the attention mechanism to model binary code.

Data preprocess. To normalize a disassembled function,
the following preprocessing steps are applied:

1) Use the mnemonics and operands as tokens.
2) Replace string literals with a special token ⟨str⟩.
3) Keep external function calls’ names as tokens and re-

place internal function call’s names with ⟨function⟩.
4) Replace data token (e.g., ”16” in the ”mov rax, 16”)

with ⟨const⟩, while preserving the data information for
data embedding.
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Fig. 4. Data embedding diagram: Each data item is divided into a fixed
number of atomic tokens represented in ASCII code format; Then use a
lightweight model known as the atomic transformer to enhance the embedding
of each atomic token vectorized by word2vec; Finally, average these enhanced
atomic embeddings to obtain the embedding for the data token, effectively
addressing the OOV problem.

As a result, a given function f can be represented as
([tN1 , tN2 , ..., tNn ], [tD1 , tD2 , ..., tDm]) (m < n), where tNi repre-
sents the i-th normalized token, and tDi represents the i-th
reserved data token in f .

Normalized Token Embedding. Given a function f =
([tN1 , tN2 , ..., tNn ], [tD1 , tD2 , ...tDm]), the normalized tokens are
transformed into vectors [TE(tN1 )), TE(tN2 )), ..., TE(tNn ))].
Each token embedding TE(tNi )) is obtained by adding the
token embedding to its corresponding position embedding Pi.

Data Sensitive Embedding. Data flow analysis, as a widely
used technique in compiler optimization, helps in understand-
ing variable dependencies and enables optimizations such as
loop optimization and constant propagation. In an assembly
function, a data token such as the number 16 in the “mov
rax, 16” instruction carries crucial semantic information for
the program. However, due to the out-of-vocabulary (OOV)
problem caused by a large number of numeric combinations,
existing approaches [2,8] often address this issue by replacing
all data tokens in an assembly function with a single token
during preprocessing, which limits the ability to learn the
semantics of the function. In this paper, we introduce a
data embedding strategy to tackle the OOV problem. This
strategy not only resolves the OOV challenge but also utilizes
data information to improve the representation of data flow,
resulting in enhanced function understanding.

In a given function f = ([tN1 , tN2 , ..., tNn ], [tD1 , tD2 , ...tDm]), tDi
represents the extracted data token. As depicted in Figure 4,
each data item, such as tDi , is divided into a fixed number
of atomic tokens (e.g., ”16” is divided into ”1” and ”6”).
The j-th atomic token is then tokenized by mapping it to its
corresponding ASCII code tDij . To ensure a fixed number of
divided atomic tokens, we pad the atomic token sequence of
tDi with ASCII 0, as required by the transformer. Next, we
utilize the word2vec method to obtain an embedding vector for
each atomic token tDij , incorporating the corresponding atomic
positional embedding PD

j . This results in the embedding
DE(tij) for an atomic token tDij .

Subsequently, the atomic token embeddings are improved
using a lightweight transformer model known as the atomic
transformer. Finally, these enhanced atomic embeddings are
averaged to obtain the embedding DE(tDi ) for the token
tDi . By employing the atomic embedding approach, any data

-O0 -O2

More than 140 kinds of options

Group Assignment

Group Learning

-O0
-O2

-O0
-O2

-O0 -O2-O0 -O2

Fig. 5. Multi-central learning diagram: Group assignment determines which
optimization variant group each function variant should be assigned to. Group
learning clusters all the function variants within one group towards the
direction of its central function variant representation to minimize the distance
between them.

token can be represented as a vector using a finite number
of parameters, effectively addressing the OOV problem. The
consolidated representation, as depicted in Figure 3, is fed into
a transformer-based model to learn semantic representations.

Function Embedding. Both the embeddings of normalized
tokens TE = [TE(tN1 ), TE(tN2 ), ..., TE(tNn )] and data tokens
DE = [DE(tD1 ), DE(tD2 ), ..., DE(tDm)] are inputted into the
transformer-based model. This model utilizes the multi-head
self-attention mechanism [23] to dynamically assign attention
weights to these tokens, considering their relevance to other
positions. This enables the model to capture the function
semantic information more effectively.

To simplify the formalization of the transformer [24] for
better understanding, we use the terms Transformer and
θT to represent the transformer layers and their parameters,
respectively. The whole parameters in model are denoted as
θ = {θTE , θDE , θT }. The most common way [25–27] to
combine the transformed normalized embedding EN

f and data
embedding ED

f is simply adding them or concatenate them,
since this is not the focus of this paper, we take the average
of them to produce the function embedding Ef as follows:

TE = TE(f ; θTE), DE = DE(f ; θDE);

EN
f , ED

f = Transformer(TE,DE; θT );

Ef = (EN
f + ED

f )/2

(1)

The following section will explain how we utilize the multi-
central representation learning method to learn robust function
representations against diverse optimization variants for binary
diffing tasks.

B. Multi-central Representation Learning

To train OPTango, we collect the source code of N functions
and then compile them with M compiler optimization settings
to obtain N sets of functions, forming a dataset denoted as
F = {F1, . . . , Fn, . . . , FN}, where function set Fn ∈ F
consists of M variants. It is worth noting that the T optimiza-
tion settings of the index pool should be included in the M
optimization settings, where the corresponding central variants
from the T settings are denoted as Gn = {g1, ...gt, ..., gT } ⊆
Fn. As Figure 5 shows, due to there being multiple (T )
optimization (e.g., -O0 and -O2, means T=2) variants for each
target function in the index pool, we align the embedding
of each variant to the most suitable variant in the index
pool (right part of Figure 5) instead of blindly aligning the
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embedding over all compiler optimization variants (left part of
Figure 5). To achieve this, we design an EM-based approach
that iteratively performs group assignment and group learning.

1) Group Assignment: In the group assignment stage, the
model’s parameters θ are fixed. For each Fn, all variants are
automatically divided into T groups based on their similarity
to the T central variant in the embedding space. For a
binary function fi ∈ Fn, its function embedding, denoted as
Efi , can be obtained as described in subsection IV-A. Then,
the grouping scores are calculated by measuring the cosine
similarity between Efi and the function embedding of the
corresponding T centre functions in Gn, as follows:

st = cos(Efi , Egt), for each gt ∈ Gn (2)

Based on the grouping scores, function fi is assigned to the
tidi-th group through a particular strategy. In this paper, we
have explored two representative strategies:

(a) Max. The simplest strategy is to select the central variant
with the highest grouping score (Equation 3), which means
assigning fi to the group that contains the central variant with
the closest proximity in the function embedding space.

tidi = argmaxt st (3)

(b) Balance. However, grouping solely based on the highest
score may lead to an imbalance problem, where the number of
functions in each group can vary significantly. The imbalance
problem poses significant challenges for model optimization.
To address this issue, we adopt a strategy where we select
the top 1/T closest instances for each central variant, forming
a sample for that particular group. This helps mitigate the
imbalance problem and ensures a more balanced distribution
of functions within each group.

2) Group Learning: In the group learning stage, we update
model parameters θ by aligning the embedding of variants
within each group. We consider compiler optimization flags as
latent variables [28], and the process of function representation
learning also involves modelling these latent variables. By
incorporating latent variable modelling, even when facing
function variants compiled with uncovered combinations of
optimization flags, we can classify them into appropriate
central groups. This enables binary diffing tasks to effectively
handle the impact of innumerable compiler optimizations,
ensuring robustness and adaptability.

Giving a pair of functions fi ∈ Fn1 and fj ∈ Fn2

(i ̸= j), We first measure their dissimilarity by calculating
the normalized Euclidean distance Dij between their function
embedding as follows:

Dij = || Efi

||Efi ||2
−

Efj

||Efj ||2
||2 (4)

where || ∗ ||2 is Euclidean norm of the given vector. This
distance metric, along with negative cosine similarity, achieves
similar effects, while the former is more conducive to optimiz-
ing the model. Then, all possible function pairs are divided
into three sets: Pos, Nau and Neg, based on their function
sets Fn1 , Fn2 and assigned group tidi, tidj (Equation 5). For

example, if fi and fj are two variants of the same function set
and they are assigned to the same group, we categorize them
as positive pair in Pos.

aij ∈

 Pos, if Fn1
= Fn2

& tidi = tidj
Nau, if Fn1 = Fn2 & tidi ̸= tidj
Neg, otherwise

(5)

We aim to minimize the distance in the feature space for
function pairs in Pos while maximizing the distance for
function pairs in Neg. For function pairs in Nau, We impose
soft constraints or even no constraints on them, allowing them
to adjust automatically along with the model. The loss function
can be defined as follows:

L = log(σ(
∑

aij∈Pos

Dij

|Pos|
+α

∑
aij∈Nau

Dij

|Nau|
−

∑
aij∈Neg

Dij

|Neg|
)) (6)

where σ(∗) = 1/(1 + e−∗) and | ∗ | is number of elements in
set. α is the soft loss weight whose value can range between
0 and 1. However, in this paper, we simply set it as 0.

In order to improve the performance and generalization
ability of the model, we employ the technique of hard ex-
ample mining [29], which involves identifying and utilizing
challenging samples to optimize the model. The corresponding
loss function is accordingly modified as follows:

L = log(σ( max
aij∈Pos

Dij + α max
aij∈Nau

Dij − min
aij∈Neg

Dij)) (7)

During the group learning phase, the model parameters θ are
optimized by minimizing the loss function L.

Based on the model with updated parameters θ, the function
embeddings of all variants in the dataset are also updated
accordingly. Subsequently, a new round of group assignment is
performed. We iterate through the process of group assignment
and group learning until a stable state is reached. The final
output consists of the updated model parameters θ and the
resulting group assignments tid.

C. Group Predictor

In this subsection, we will discuss the process of multi-
variant index diffing and the role of the group predictor in
reducing its time cost.

The index pool I = {Int|n = 1, 2, ..., N ; t = 1, 2, ...T}
consists of N functions compiled from T compiler opti-
mization settings. For multi-variant index diffing, the query
function f needs to be compared with all functions in the T
variant groups of the index pool to find the best match function
ˆInt as follows:

ˆInt = argmaxInt cos(Ef , Ent), for each t ∈ {1, 2, ..T} (8)

where Ef and Ent are function embedding extracted with
the trained model, Ent is the simplification of EInt

. Multi-
variant index diffing provides improved accuracy compared to
single-variant index diffing. However, it also increases query
time proportional to the number of variants, which becomes
impractical when the index pool contains numerous functions.

Therefore, we introduce a lightweight module named group
predictor, which is supervised by the tid generated from group
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Fig. 6. Group predictor module: automatically predicts the variant group
under the closest optimization settings with the query function, maintaining
the benefits of multi-variant index diffing and reducing the time cost.

assignment. As shown in Figure 6, for a given query function
f , the goal of this module is to automatically select the variant
group under the closest optimization setting as f from the
index pool. Instead of comparing f with all the variant groups,
only the predicted variant group is used for diffing, resulting
in a reduction in time cost.

Along with the T optimization settings of the index pool,
we model the group predictor GP as a T -class classifier. The
module consists of two fully-connected layers followed by an
activation function. It takes the embedding Ef of the query
function as input and outputs the probability score for each of
the T optimization settings:

GP (Ef ) = [p1, p2, . . . , pT ] (9)

Then the variants under the t′-th optimization settings in the
index pool are selected for diffing, where the t′-th optimization
setting corresponds to the one with the highest score. The best
match function ˆInt′ is selected as follows:

t′ = argmaxt pt (10)
ˆInt′ = argmaxInt′ cos(Ef , Ent′) (11)

By focusing on the diffing between f and the variant group
under a specific optimization setting, we can effectively de-
crease the time required for diffing to match that of single-
variant index diffing. This optimization is achieved through
the utilization of the group predictor.

When training the group predictor, we use the tidi obtained
through group assignment as the supervision for fi. We
employ a standard cross-entropy classification loss to define
the training objective, denoted as Lgp:

Lgp =
∑N

i=1 − log(ptidi
) (12)

Moreover, the time overhead of this module is minimal
compared to the entire process of extracting embedding, and
its complexity remains unaffected by the size of the index pool.
Experimental results (subsection V-D) demonstrate that by
using the group predictor module, OPTango achieves compa-
rable accuracy to multi-variant index diffing while maintaining
nearly the same time overhead as single-variant index diffing.

D. Large-scale Optimization Variant Dataset Construction

As previous research methods have not addressed the
handling of non-default optimization settings, we created a

comprehensive dataset to systematically investigate the impact
of compiler optimization (including both default and non-
default optimization) on binary diffing tasks. Our dataset is
constructed using all C/C++ programs in SPEC CPU 2006
and SPEC CPU 2017, which often served as a complicated
evaluation benchmark for binary diffing methods [18–20].

Default and Non-default optimization variants Gener-
ation: To generate optimization variants of a selected bench-
mark program, we divide the generation process into two parts.
Initially, we generate binary code using 4 default optimization
levels, specifically the O0−O3 options. Subsequently, we em-
ploy Bintuner [11] to generate non-default compiler optimiza-
tion variants. Bintuner iteratively searches near-optimal opti-
mization settings that can maximize the amount of binary code
differences. For each benchmark program, we conduct 5 sets
of searches using distinct settings, with each set comprising 3
independent searches. Moreover, we take care to ensure that
the resulting non-default optimization settings are different
from one another. Binaries generated in the first four groups
(named as Ot 0−Ot 3) are designed to exhibit substantial
differences compared to the binaries compiled using the cor-
responding default optimization level (O0−O3). For instance,
binaries in Ot 0 group are intended to be notably distinct from
those compiled with the -O0 option. In the fifth group (named
Ot 4), our optimization objective is to maximize the variability
in the generated binaries compared to those compiled from
all 4 default optimization levels, ensuring that binaries in
this group are distinct from any of those compiled with the
default optimization levels. By the end of the iteration, each
benchmark program will encompass 19 = (5*3)+4 compiler
optimization variants. And the 15 non-default optimization
settings searched by Bintuner vary for different benchmark
programs. Experimental results in subsection V-C will indicate
that the variants discovered through Bintuner pose a greater
challenge to binary diffing tools than those compiled with
default optimization options.

Label Collection: To collect the labels, we need first to
obtain the unstripped binary code and the offsets of the
functions. We refer to jTrans [8] to obtain the labels from
the symbol table.

V. EVALUATION
In this section, we compare our method with available state-

of-the-art binary diffing approaches. The experiments aim to
answer the following four research questions:

• RQ.1: How well does OPTango perform when diffing
with default optimization options？

• RQ.2: How accurate is OPTango when diffing with non-
default optimization options？

• RQ.3: How effective is the group predictor in OPTango?
• RQ.4: How effective is the data embedding in OPTango?
• RQ.5: How effective is OPTango in searching real-world

vulnerabilities?

A. Experiment Setup

We implement OPTango using transformers [30] based on
Python 3.8.5 and Pytorch 1.12.0. In our experiments, all binary
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TABLE I
STATISTICS ON SUBSET PARTITION CRITERIA, COMPILER OPTIMIZATION VARIANTS, BINARIES, AND FUNCTIONS OF THE THREE SUBSETS.

Subset Criteria:
function number in per binary

Default
compiler options

Non-default
compiler options

Non-default
option variant groups Binary Function

Small <200 4 165 Ot 0, Ot 1,Ot 2,Ot 3,Ot 4 209 19,510
Medium 200∼2,000 4 180 Ot 0, Ot 1,Ot 2,Ot 3,Ot 4 228 208,223

Large >2,000 4 165 Ot 0, Ot 1,Ot 2,Ot 3,Ot 4 209 3,400,213

programs are stripped to remove symbol information. We use
IDA Pro 7.5 [31] to disassemble and extract functions from
the binaries. All the training and inference are conducted on
a Linux server running Ubuntu 16.04, equipped with an Intel
Xeon CPU with 56 cores, 503GB RAM, and 8 V100 GPUs.

1) Implementation: In the experiments, we follow the
parameter settings and pre-trained method described in jTrans-
zero [8] for the Large Language Model. For data embedding,
we implement a two-layer transformer encoder. Additionally,
during multi-variant index diffing, we selected two representa-
tive optimization variants compiled from -O0 and -O2 options
as the T variants of the index pool. This is motivated by
existing work on compiler chain provenance [32–34], which
categorizes compiler optimization effects into two classes:
”high” and ”low.” The low optimization class is denoted as
-O0, while the high optimization class is typically represented
as -O2. In future studies, we will investigate the influence
of different selections and quantities of optimization variant
centres on binary diffing tasks.

2) Dataset: We present OPTBinary, a large-scale dataset
created to evaluate binary diffing methods under diverse
compiler optimization configurations. OPTBinary consists of
numerous functions and their variants compiled from all
C/C++ benchmarks in SPEC CPU 2006 and SPEC CPU
2017. These benchmarks are commonly used in binary diffing
tasks [18–20]. All functions in OPTBinary are compiled with
both default and non-default optimization settings.

In general, the number of functions within a binary impacts
the optimization space available to the compiler [35]. As the
number of functions increases, the compiler’s optimization
space expands, leading to greater diversity within the binary
code. To evaluate the ability of binary diffing methods to
handle different compiler optimization variants and various
pooling sizes (a common metric for binary diffing [8,16]),
we divided the dataset into three subsets: small, medium,
and large, based on the number of functions in each pro-
gram, as listed in Table I. For example, 619.lbm s in SPEC
CPU2017 has approximately 25 functions and is classified
into small subset, while 526.blender r contains around 42,000
functions and is categorized into large subset. The small
subset comprises roughly 20,000 functions, the medium sub-
set includes around 21,000 functions, and the large subset
encompasses about 340,000 functions. In total, the dataset
comprises approximately 3,500,000 functions. The number
of binaries in each subset is well-balanced, and there is a
relatively equal distribution between default and non-default
optimization variants. These non-default optimization variants
are generated using the algorithm described in subsection IV-D

and are organized into five groups: Ot 0, Ot 1, Ot 2, Ot 3,
and Ot 4. The entire dataset comprises a total of 514 =
4+(165+180+165) optimization settings.

Among the existing open datasets, BinKit [36] stands out
as the largest binary dataset, however, it only covers variants
compiled from 6 default optimization options ranging from -
O0 to -Ofast option, thus unusable in the non-default scenario.
Similarly, Binarycrop [8] claims to be more diverse than
BinKit yet includes only five default options from -O0 to -Os
option, which is also incompetent. The newly created dataset
OPTBinary, along with the trained models, will be made
available to the community. It provides a more comprehensive
and realistic basis for learning and evaluating the effectiveness
of binary diffing methods against the wide range of compiler
optimization variants.

3) Baselines: We selected five state-of-the-art binary diffing
tools that have considered the impact of compiler optimization
as our comparison targets:

• SAFE [16] utilizes a word2vec model to generate instruc-
tion embeddings and proposes a recurrent neural network
for function embedding generation.

• Asm2Vec [2] employs random walks on the function
CFG to sample instruction sequences and then uses the
PV-DM model to jointly learn function and instruction
token embedding.

• jTrans-zero [8] incorporates control flow information
from binary code into transformer-based language models
for function embedding.

• jTrans [8] fine-tunes the pre-trained model to generate
function embedding for the supervised learning task of
binary diffing.

• PalmTree [17] utilizes pre-trained models to generate in-
struction embedding, which is then averaged to calculate
function embedding in our evaluation.

4) Evaluate Metric: Recall@K
Let there be a query function pool F , where F =

{f1, f2, ..fi, ...fN}, and its ground truth function index pool
GT , where GT = {fgt

1 , fgt
2 ...fgt

i , ...fgt
n }. We denote a query

function fi ∈ F and its corresponding ground truth function
fgt
i ∈ GT . In the binary diffing scenario, the main goal is to

retrieve the top-k functions in index pool GT , which have the
highest similarity to fi. The returned functions are ranked by
a similarity score, Rgt

fi
, which denotes their position in the list

of retrieved functions. The diffing accuracy can be evaluated
using the following metric:

R@k =
1

|F |
∑

fi∈F (R
gt
fi

≤ K)× 100% (13)
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TABLE II
RESULTS OF DIFFERENT BINARY DIFFING METHODS WITH DEFAULT COMPILER OPTIMIZATION (%)

Small Subset Medium Subset Large Subset

Models spec17
619.lbm s

spec06
401.bzip2

spec17
508.namd r avg spec06

456.hmmer
spec06

450.soplex
spec06

453.povray avg spec06
403.gcc

spec17
623.xalan

spec17
526.blender r avg

(25) (86) (154) (88) (507) (1048) (1720) (825) (5k) (18k) (42k) (13k)
SAFE 82.4 75.8 35.6 67.9 74.5 50.4 59.2 61.0 61.8 35.9 40.3 40.1

Asm2Vec 91.7 69.8 34.5 68.4 74.3 57.7 62.9 64.1 58.0 33.7 35.9 38.1
jTrans-zero 91.2 82.9 38.8 75.0 82.0 56.0 68.7 69.4 68.1 36.8 46.9 45.1

jTrans 94.1 88.6 43.6 80.8 89.4 66.3 76.8 77.5 74.7 46.3 51.1 51.1
PalmTree 85.3 67.2 35.1 65.4 65.9 47.8 51.7 54.0 48.6 25.4 31.7 31.0
OPTango 97.1 94.3 44.9 81.4 91.3 67.8 77.9 79.2 82.8 50.5 60.2 57.8

TABLE III
RESULTS OF DIFFERENT BINARY DIFFING METHODS WITH NON-DEFAULT COMPILER OPTIMIZATION (%)

Small Subset Medium Subset Large Subset
Models Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg
SAFE 56.6 66.5 76.3 84.7 54.2 68.4 40.5 50.8 67.0 69.2 38.0 54.2 32.2 28.7 28.2 28.4 28.2 29.0

Asm2Vec 52.7 64.2 74.4 77.1 45.9 64.0 39.3 50.5 68.3 70.9 35.3 54.4 24.3 24.1 24.7 26.4 23.6 24.6
jTrans-zero 63.7 69.3 75.2 81.9 60.1 70.5 51.0 51.9 66.0 68.0 46.4 57.3 32.5 27.8 28.5 28.7 28.4 29.1

jTrans 75.6 79.7 84.4 86.3 74.1 80.3 66.3 70.2 78.8 80.7 65.1 72.7 41.4 38.2 38.3 39.8 39.0 39.3
PalmTree 53.0 63.2 71.7 76.2 49.6 63.4 32.7 42.7 62.2 64.2 27.7 47.2 20.9 20.8 20.9 22.5 21.0 21.2
OPTango 75.3 80.2 87.8 90.3 75.1 82.1 67.2 73.6 82.0 84.2 67.0 75.4 47.0 42.7 42.8 44.6 43.2 43.9

In the following evaluation, K is set to 1. Additionally, it is
worth noting that all our experimental results underwent cross-
validation unless otherwise specified and are weighted average
based on the number of functions across all benchmarks.

B. Diffing with Default Compiler Optimization
To assess the superiority of the multi-central representation

learning approach over existing binary diffing methods under
default compiler optimization options, we included both -
O0 and -O2 optimization variants for each function in the
index pool. We then performed function diffing by sequentially
querying with -O1 and -O3 optimization variants. To demon-
strate the diffing accuracy of OPTango and the baselines with
different pool sizes, we conducted evaluations with the same
settings on the small, medium, and large subsets of the dataset.

The comparison results of OPTango and the baselines are
shown in Table II. OPTango outperforms all the baselines by
considerable margins across all three subset datasets. For ex-
ample, OPTango achieves a top-1 recall of 94.3% on 401.bzip2
in the small subset, followed by jTrans with a score of 88.6%.
In the large benchmark, OPTango outperforms SAFE with an
increase of 44.1%, Asm2Vec with a 51.7% increase, jTrans-
zero with a 28.2% increase, jTrans with a 13.1% increase, and
PalmTree with a 86.5% increase.

As discussed earlier, the binary diffing process can be
regarded as a searching process, where the function number
represents the size of the searching space. When comparing the
diffing accuracy of each diffing tool horizontally, we observe
a decrease in accuracy as the number of functions increases.
For example, the average accuracy of Asm2Vec dropped from
68.4% to 64.1% and 38.1% in the small, medium, and large
subsets, respectively. This downward trend can be attributed
to the increased number of functions in each subset, bringing
more optimization opportunities for the compiler, which in
turn has a greater impact on the differences among the binaries.
The experimental results clearly demonstrate that our multi-
central representation strategy outperforms all other methods
as the function pool size increases.

Answer to RQ.1: OPTango consistently achieves the top
ranking in all pool size diffing tasks, showcasing the robustness
of OPTango’s multi-central representation learning method
against default compiler optimization.

C. Diffing with Non-default Compiler Optimization
Given the growing trend of compiling binaries using non-

default optimization settings in recent years [11], we assess the
diffing accuracy under such conditions, which has not been
explored in previous methods. Unlike the diffing conducted
with several default optimization levels, the diffing with non-
default optimization employs function variants from five sets
with over 500 settings, namely Ot 0, Ot 1, Ot 2, Ot 3,
Ot 4, to compare function similarity. Table III presents the
comparative results of OPTango and other baseline methods.

The results highlight OPTango’s superiority over five state-
of-the-art approaches in 14 different settings, except the Ot 0,
where OPTango’s accuracy is slightly lower than the recall@1
score of jTrans in small subset. To illustrate the diffing
accuracy, we consider the Ot 3 set as an example. In Ot 3,
the benchmarks are generated by searching for the maximum
normalized compression distance (NCD) between the target
binary compiled from non-default settings and the O3-based
binary. OPTango excels with the highest recall@1 score of
90.3% in the small subset and 84.2% in the medium subset.
Despite an accuracy decrease in the large subset, OPTango
still outperforms its closest baseline competitor by 12.1%.

By comparing Table II and Table III, a significant decrease
in accuracy can be observed under the non-default optimiza-
tion settings compared to the default optimization settings for
these binary diffing methods, especially in the large dataset.
This suggests that non-default optimization variants take more
challenges for binary diffing tasks than default optimization
variants do. This finding highlights the importance of consid-
ering the impact of non-default optimization on binary diffing
tasks and reinforces the motivation behind OPTango.

Furthermore, conducting a vertical comparison of Table III,
we observe that binaries in Ot 4, generated by searching for
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TABLE IV
RESULTS OF DIFFING WITH DEFAULT OPTIMIZATION WITHIN THE TIME COST OF SINGLE-VARIANT INDEX DIFFNG (%)

Small Subset Medium Subset Large Subset

Models spec17
619.lbm s

spec06
401.bzip2

spec17
508.namd r avg spec06

456.hmmer
spec06

450.soplex
spec06

453.povray avg spec06
403.gcc

spec17
623.xalan

spec17
526.blender r avg

(25) (86) (154) (88) (507) (1048) (1720) (825) (5k) (18k) (42k) (13k)
Best Recall@1

SAFE 82.4 75.8 33.6 66.1 73.1 50.2 56.4 59.2 58.8 33.1 34.9 36.7
Asm2Vec 91.7 70.6 34.6 68.0 73.7 57.0 60.6 62.8 55.8 31.0 28.3 33.6

jTrans-zero 91.2 82.9 37.9 74.7 81.9 55.6 68.7 69.3 68.1 36.5 46.9 45.0
jTrans 94.1 87.0 43.2 79.5 87.8 65.6 74.4 75.8 72.0 45.1 49.9 49.7

PalmTree 82.4 68.0 34.4 64.5 65.1 47.4 50.2 52.9 46.7 23.3 27.3 28.4
Mean Recall@1

SAFE 70.6 59.4 27.6 52.5 57.3 29.9 38.2 41.0 38.1 20.3 20.0 22.0
Asm2Vec 59.8 43.3 22.3 43.1 43.7 30.4 34.3 36.2 31.3 17.8 15.1 18.4

jTrans-zero 70.6 57.3 25.6 51.9 49.8 31.8 40.2 41.4 37.7 21.7 24.7 24.8
jTrans 85.3 83.8 38.8 74.1 83.0 52.7 62.4 65.2 59.7 34.5 36.9 37.9

PalmTree 54.5 43.8 22.0 41.4 36.8 25.5 27.7 29.9 26.0 13.4 14.5 15.5
OPTango 97.1 92.7 45.4 81.0 91.5 66.9 74.7 77.0 80.5 48.0 59.9 56.4

TABLE V
RESULTS OF DIFFING WITH NON-DEFAULT OPTIMIZATION WITHIN THE TIME COST OF SINGLE-VARIANT INDEX DIFFNG (%)

Small Subset Medium Subset Large Subset
Models Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg Ot 0 Ot 1 Ot 2 Ot 3 Ot 4 avg

Best Recall@1
SAFE 36.4 59.1 73.8 82.3 39.3 59.5 20.3 42.7 63.6 67.0 21.7 45.0 22.0 22.1 20.5 20.9 20.8 21.2

Asm2Vec 19.6 53.1 71.0 75.6 25.6 51.6 10.0 39.0 62.7 66.6 11.5 41.2 14.3 17.6 16.5 18.6 16.0 16.7
jTrans-zero 28.5 56.5 71.9 80.4 32.7 55.3 11.6 36.8 62.3 66.8 13.0 40.1 20.2 22.8 21.0 22.7 20.9 21.5

jTrans 67.6 75.8 83.8 86.0 67.6 76.6 50.7 64.2 77.6 80.4 52.0 66.1 33.1 34.9 33.4 36.6 33.6 34.3
PalmTree 19.5 50.7 67.5 72.9 24.9 48.7 6.1 31.5 57.2 60.9 6.7 34.9 13.2 15.8 14.8 16.3 14.7 15.1

Mean Recall@1
SAFE 45.7 52.1 58.4 63.1 44.3 53.2 29.7 37.2 46.7 48.1 29.0 38.9 19.2 17.0 16.6 16.4 17.0 17.1

Asm2Vec 35.9 43.0 49.9 51.9 32.8 43.5 24.3 32.6 42.7 44.0 22.8 34.4 12.9 13.2 13.0 14.1 12.9 13.2
jTrans-zero 45.8 47.3 51.0 55.2 42.9 48.6 31.2 33.9 42.5 43.5 29.7 36.6 19.9 17.9 17.7 18.2 18.1 18.3

jTrans 71.3 72.8 75.8 77.0 70.0 73.5 58.0 59.9 65.0 66.3 57.9 61.7 31.3 29.3 29.1 30.3 29.2 29.8
PalmTree 35.7 40.4 45.6 48.3 32.8 40.9 19.1 26.0 37.9 39.1 16.8 28.7 11.4 11.4 11.3 11.9 11.6 11.6
OPTango 74.7 79.9 87.6 90.1 74.1 81.6 65.6 72.1 81.0 83.2 65.4 74.1 46.1 42.3 42.3 44.0 42.7 43.4

the maximum NCD compared to those compiled from all four
default options, exhibit poorer diffing accuracy contrast with
the other four sets of non-default variants. For instance, among
the baselines, jTrans demonstrates the highest accuracy and
achieves a diffing score of 74.1% for Ot 4 in the small dataset.
However, this is 2.0% lower than Ot 0, 7.0% lower than
Ot 1, 12.2% lower than Ot 2, and 14.1% lower than Ot 3.
These findings provide further evidence that representation
learning for non-default optimization variants is more chal-
lenging and significantly impacts binary diffing tasks. None
of these baselines has addressed the inclusion of non-default
optimization variants in their methods, while our approach
automatically assigns non-default optimization variants to the
most similar variant centre group, enabling binary diffing tasks
to effectively handle interference from different optimization
variants. Consequently, OPTango achieves near-optimal diffing
accuracy in almost all scenarios.

Answer to RQ.2: OPTango accurately retrieves the best
candidates even in the presence of non-default optimization.

D. Group Predictor Study

The limitation of the existing binary diffing methods is that
only one optimization variant group can be chosen for diffing
within the time required for single-variant index diffing. Once
there are multiple variant groups in the index pool, it is neces-
sary to perform differential analysis on each variant group to
obtain the closest variant in order to improve accuracy for a
query function. In our previous evaluations in subsection V-B

and subsection V-C, we follow their experimental settings and
include several optimization variants for each function in the
function index pool to demonstrate the concept of multiple
centre points. This setting inevitably increases the diffing time,
particularly when dealing with large index pools in practical
scenarios. Since there is no group predictor module in these
baselines’ design, predicting the most suitable group before
diffing is not feasible.

To speed up the diffing process, we introduce the group
predictor module in our method (described in subsection IV-C)
to predict the most suitable centre group for each query
function before diffing. This approach enables us to achieve
comparable accuracy to multi-variant index diffing while main-
taining the same time cost as single-variant index diffing. The
experiments are conducted separately for both default and
non-default optimization settings, as depicted in Table IV and
Table V, respectively. For these baselines, the average accuracy
and the accuracy of the variant group with the best overall
recall@1 values are then recorded as Mean Recall@1 and Best
Recall@1, respectively. The last row of the table shows the
diffing accuracy of OPTango with the group predictor module.

The results demonstrate that OPTango surpasses all base-
lines for the recall@1 metric in all subsets under both default
and non-default compiler optimization. In the large subset
from Table IV, OPTango outperforms other models by 13.5%
to 98.6% in Best Recall@1 and 48.9% to 263.9% in Mean
Recall@1. On the other hand, in the large subset from
Table V, OPTango consistently outperforms existing methods,
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Fig. 7. Ablation experiment on data embedding

with improvements ranging from 26.5% to 274.1% across the
small, medium and large subsets in Best/Mean Recall@1. In
conclusion, these two sets of experiments demonstrate that
OPTango exhibits superior accuracy using the group predictor
module compared to existing state-of-the-art works, especially
in large-scale benchmarks.

Answer to RQ.3: With the predictor module, OPTango
achieves comparable accuracy to multi-variant index diffing
within the time spent for single-variant index diffing, whereas
methods without the predictor module exhibit significant ac-
curacy degradation.

E. Data Embedding Study

We conducted ablation experiments on the large subsets for
data-sensitive embedding in OPTango. As shown in Figure 7,
the absence of this component resulted in an average perfor-
mance reduction of 6.9% and 5.9% under default and non-
default optimization settings(same as TABLE II and TABLE
III), respectively. Answer to RQ.4: Data embedding plays a
significant role under all optimization settings in OPTango.

F. Diffing Vulnerability Functions

Vulnerability detection plays a crucial role in computer
security. In this section, we evaluate the accuracy of OPTango
and four other baseline approaches in real-world vulnerability
searching scenarios. The OpenSSL and Curl projects are
widely used in IoT firmware, while JerryScript is a popular
IoT JavaScript engine. Therefore, we selected these projects
as targets and created a vulnerability repository containing
20 relatively recent Common Vulnerabilities and Exposures
(CVE) from the CVE database. To introduce diversity, we gen-
erated 50 variants of each function for every CVE by applying
different compiler optimization settings. Our evaluation metric
remains recall@1. To simulate real-world scenarios, we used
all functions within each benchmark as the index pool.

Figure 8 illustrates the recall@1 results for each query,
specifically focusing on the latest 8 CVEs out of the total
20. The final set in Figure 8 showcases the average accuracy
of each binary diffing method across all 20 CVEs. Clearly,
OPTango outperforms the four baselines significantly in the
majority of CVE cases. For instance, in CVE-2020-8285 of the
libcurl project, our method achieved a remarkable recall@1 of
100%. This implies that it successfully retrieved all 50 vari-
ants, while SAFE, Asm2Vec, jTrans, and PalmTree achieved
recall@1 values of 60%, 60%, 64%, and 62%, respectively.
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Fig. 8. Recall@1 of real-world vulnerability diffing

Answer to RQ.5: OPTango is highly effective for searching
vulnerable functions.

VI. RELATED WORK

Traditional Non-ML Binary Diffing Techniques. Tradi-
tional non-ML binary diffing techniques can be categorized
into two main groups: static and dynamic methods. Static
methods primarily rely on graph isomorphism [4,37], symbolic
execution [5,38], and data flow analysis [39,40], etc [41–44].
However, these methods only capture structural and syntactic
information, disregarding semantic and inter-instructional rela-
tionships, resulting in low precision. On the flip side, dynamic
methods for binary diffing involve analyzing the semantics
of binaries by executing them [45–50]. However, these ap-
proaches are computationally intensive and not suitable for
large function repositories.

ML-Based Binary Diffing Techniques. The rapid advance-
ment of machine learning technologies has brought revolu-
tionary developments to the field of binary diffing [6,16,51–
54]. For instance, DeepBinDiff [6] and SAFE [16] extract
function components such as instructions and basic blocks,
transform them into embeddings and calculate similarities
between functions. The emergence of transformer-based lan-
guage models like BERT [22] and GPT [55] has sparked a
multitude of ideas and methods in binary diffing tasks. Several
assembly language models have been developed to facilitate
binary code analysis [8,17,56–58]. Although these machine
learning-based approaches are suited for large-scale binary
diffing tasks, they only focus on several default optimization
variants and overlook the impact of innumerable non-default
compiler optimization, which can also significantly affect
diffing accuracy.

VII. CONCLUSIONS

We present OPTango, the first try to systematically study the
resistance of compiler optimization (including non-default and
non-default optimization) of binary diffing methods, exploring
the solution to build a compiler optimization-agnostic binary
diffing tools. Our extensive evaluation reveals weaknesses in
SOTA methods’ and demonstrates OPTango’s high accuracy.
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